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Abstract—In the complex landscape of the Internet, inter-
domain routing systems are essential for ensuring seamless
connectivity and reachability across autonomous systems. How-
ever, the lack of dependable security validation mechanisms in
these systems poses persistent challenges. Vulnerabilities such
as prefix hijacking, path forgery, and route leakage not only
compromise network operators and users, but also threaten the
stability and accessibility of the Internet’s core infrastructure.
To address this, visualization and visual analytics techniques
are adept at identifying and detecting security threats, offering
network administrators effective methods to monitor and main-
tain network operations. This paper presents a comprehensive
survey of the state-of-the-art research in visualization and visual
analytics for inter-domain routing security. We delineate four
scenarios for tasks analysis in network visualization: monitoring,
detection, verification, and discovery. Each category is explored
in detail, focusing on the employed data sources and visualization
techniques. Several key findings are presented at the end of each
category, aimed at providing researchers and practitioners with
research inspiration. Furthermore, we examine the trends of aca-
demic interest observed in recent decades and propose potential
directions for future research in visual analytics pertaining to
Internet infrastructure security.

Index Terms—Inter-domain Routing, Border Gateway Proto-
col, Anomaly Detection, Information Visualization, Visual Ana-
lytics

I. INTRODUCTION

HE Inter-domain Routing Security (IDRS) has consis-

tently garnered attention due to its inherent systemic
criticality and security fragility. As a critical infrastructure of
the Internet, the inter-domain routing system, which utilizes
the Border Gateway Protocol (BGP), ensures the reliable and
stable operation of the global Internet. It assumes the respon-
sibility of maintaining and transferring routing reachability
information among autonomous systems (ASes) embedded
within the intricate fabric of the global Internet routing system.
Despite its widespread deployment, the initial design of the
BGP protocol lacked security features to ensure the authentic-
ity of route announcements. A several of security challenges
has emerged, encompassing issues like prefix hijacking [1],
route leaks [2], misconfiguration [3] and other related fac-
tors [4]. Each year, a significant volume of attacks and anoma-
lies within the inter-domain routing landscape present menac-
ing challenges to the global internet infrastructure. Although
security solutions such as BGPSec [5] and RPKI [6] have
been introduced by the community to enhance the verification
of route origin and path legitimacy.

In addition, monitoring and detecting anomalies in the inter-
domain network poses a formidable challenge due to the rapid
pace of BGP message updates, substantial message volume,
and the blurred demarcation between anomalous and normal
data instances. These anomalies encompass a spectrum of
scenarios including frequent oscillations in updates, occur-
rences of routing loops, dissemination of false routes, and
interruptions in BGP sessions. The presence of these devia-
tions has the potential to engender instability within network
routing, consequently exerting a cascading influence upon the
seamless conveyance of data packets as well as the overall
network availability. In the current intricate landscape of
cyberspace, malicious incidents manifest in diverse forms and
continue to evolve to elude detection. Despite the incorporation
of automated AI algorithms and the integration of domain
experts’ expertise, the precise traceback of such malicious
incidents remains a formidable challenge, primarily attributed
to their mutable characteristics. As a result, the pursuit of
effective anomaly detection confronts considerable hurdles.
Visualization has the potential to address this issue by in-
corporating human knowledge into the information processing
tasks. It intuitively presents security incidents and anomalous
patterns to decision-makers, while involving human-machine
interaction as they explore the real BGP route scenarios.

Previous research has indicated that the analysis of inter-
domain routing and internet infrastructure analysis requires
strong domain expertise [2]. Therefore, the users of BGP anal-
ysis tools are primarily targeted towards network administra-
tors and resource owners such as AS admins, Internet service
providers (ISPs), Internet exchange points (IXPs) managers,
Prefix owners, and Internet regulators. Additionally, visual
analytics can enhance the accessibility of network analysis
by providing an intuitive understanding of network operation
patterns. This can enable regular users and the media to
better perceive network threats and gain insight into network
operation modes. Furthermore, decision-makers can benefit
from situational awareness of the network by leveraging visual
analytics to gain insights into network operation patterns and
identify potential threats.

Our survey aims to provide a comprehensive review of the
state-of-the-art research in visual analytics of inter-domain se-
curity. The objective is to highlight current research trends and
identify promising areas for future investigation, while also
establishing systematic guidelines that can assist researchers
and practitioners in identifying effective solutions for their
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research in this field based on their specific application do-
mains. Moreover, our work attempts to investigate the primary
application domains that are of interest to the visualization
research community, rather than providing a comprehensive or
exclusive analysis given the significant overlap between data
sources and visualization techniques.

In this survey, we contribute a taxonomy of visual analytics
for inter-domain security. After conducting an extensive litera-
ture review and consulting with domain experts, we have com-
piled a comprehensive overview of potential security threats
in the BGP system. Building upon this analysis, we have
identified four primary task scenarios for inter-domain visual
analytics: Network Monitoring, Network Detection, Network
Verification, and Network Discovery. Following the visual an-
alytics pipeline of cybersecurity, we then extract four common
data sources including Routing Message Updates, Routing
Event Logging, Routing Table Topology and Routing Spatial
Mapping. Finally, we summarize four visualization techniques,
including Spatio-temporal based, Graph based, Hierarchical
based, and Multivariate based. We develop a web-based
survey browser to help users understand taxonomy and rel-
evant papers in this work (https://zjutvis.github.io/VOBGP).
In summary, the contribution of this paper are as follows:

e We collect and summarize 94 typical papers that involve
visualization and visual analysis techniques of inter-
domain routing security to provide a review.

e We present a taxonomy categorizing target users, security
threats, task scenarios, data sources, and visualization
techniques for a detailed overview. Each task scenario in-
cludes a “Key Findings” section, highlighting challenges
and future research opportunities.

e We develop a web-based survey browser to facilitate the
exploration of our taxonomy and associated papers.

II. RELATED SURVEYS

Several research disciplines have shown interest in studying
IDRS security, encompassing areas such as vulnerabilities [7],
threats [8], defense mechanisms [9], security assessment [10],
routing policies [11], and visualization techniques [12]. In
order to identify the areas of interest addressed by these
research studies within a given domain, we initially conducted
a comparative analysis of relevant literature reviews, resulting
in the identification of six distinct focus aspects. These aspects
have informed our classification scheme for visual analytics
tools, which we will be presenting.

Based on the different aspects the selected surveys focused
on, we have established six categories: BGP Theory and
Practice (BTP), Target Users Groups (TUG), Security Threats
Assessment (STA), Tasks Scenarios Investigation (TSI), Data
Mining and Characterization (DMC), and Visual Encoding
Discussion (VED). In Table. I, enumerates identified survey
papers, with each entry marked by a check to indicate its focus
among the six delineated areas.

Reviews on BGP security threats and anomalies. Like
other routing protocols, BGP is vulnerable to security threats,
primarily due to the lack of message authentication and
integrity protection, absence of authoritative validation for

network announcements, and insufficient authentication ver-
ification for AS paths and path attributes [13], [14]. These
issues may result in BGP messages being spoofed, deleted,
modified, or relayed, leading to incorrect routing information
and security vulnerabilities. To address these concerns, various
measures and best practices have been proposed, such as
Secure BGP (S-BGP) and Resource Public Key Infrastructure
(RPKI) [15], to enhance BGP security and mitigate these
threats. Certain studies focus on the introduction of security
concerns, including threat types [8] and attack methods [10]
related to the BGP system, as well as the evaluation and
analysis of available BGP security extensions and detection-
recovery systems [16]. Other works have specifically ad-
dressed BGP prefix hijacking and interception issues, propos-
ing corresponding solutions [17]. Additionally, routing address
information management issues [18] and IRR data consistency
problems concerning [19] have also been introduced. Further-
more, there are also several works that discuss the research and
classification of BGP anomaly detection technology and non-
visual forms of anomaly event detection, such as algorithmic
or pattern matching methods [20].

TABLE 1
COMPARISON OF RELATED SURVEYS.

Publications | Year | pucory | Usirs | Theeats | Scenarios | Mining | Encoding
Butler et al. [9] 2010 | O | = O [}
Huston et al. [12] | 2011 | = | | O [}
Biersack et al. [23] | 2012 = O O | = | |
Siddiquiactal. [15] |2015| M O n o O O
Al-Musawi etal. [19]]| 2017 | W O ] = ] O
Ulmer et al. [28] | 2017 O | | = | | | | |
Mitseva et al. [8] | 2018 | | O | | = = O
Raynoretal.[11] | 2022 = | | | = | | | |
Kowalski et al.[84] | 2023 | O n n [=] O
Our paper 2023 O || ] | ] |

B Aspects of primary focus
[=] Aspects not emphasized
[ Aspects insufficiently discussed

Reviews on BGP visual analytics and monitoring. Visual
analytics techniques not only provide a beautiful and attractive
representations of datasets, but also assist users in effectively
monitoring network patterns, accurately identifying anomalous
features, rapidly detecting network anomalies, and compre-
hensively understanding network evolution patterns [21]-[23].
Several works focus on the visualization acquisition of rout-
ing information and geospatial network information to help
users better understand and protect Internet routing, and to
further identify, analyze, and understand routing configuration
errors and vulnerabilities [24]-[26]. Other works focus on
introducing network visualization tools and conduct detailed
investigations and visual classifications of visualization tools
related to BGP anomaly monitoring to better understand the
corresponding network attacks and capture the visualization
techniques used in this field [12]. In addition, visual analytics
for network security also involves various network visualiza-
tion methods, such as semantic layers, graphical rendering,
and visual analysis, with the aim of aiding users in better
understanding and analyzing network data, as well as guiding

Authorized licensed use limited to: Texas A M University. Downloaded on April 16,2025 at 20:00:03 UTC from IEEE Xplore. Restrictions apply.

© 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Big Data. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TBDATA.2024.3481899

IEEE TRANSACTIONS ON BIG DATA, VOL. 00, NO. 0, APRIL 2024

the development of new network visualization methods and
techniques [27]-[29].

III. PROBLEM CHARACTERIZATION

In the realm of the Internet, it comprises tens of thousands of
autonomous systems (ASes), each operating as a distinct net-
work entity. These autonomous systems encompass a variety
of organizations, including Internet Service Providers (ISPs),
Internet Content Providers (ICPs), Content Delivery Networks
(CDNs), Cloud Service Providers (CSPs), Educational Insti-
tutions and Independently Operated Networks. In the context
of network infrastructure, these autonomous systems establish
connections with each other through border networks, employ-
ing the Border Gateway Protocol (BGP) grounded in a trust-
based model for communication, thereby ensuring the holistic
interconnectivity of the Internet. Considering the trust-based
networking mechanism in place, inter-domain routing systems
continue to exhibit various security risks, including prefix
hijacking, route leakage and source address spoofing. With the
evolution of the internet, the proliferation of diverse demands
has become increasingly apparent. This section provides a
detailed exposition of the current security threats and varied
demands for visualization and visual analysis concerning inter-
domain routing security issues from different user levels.

TABLE 11
A COMPARISON ACROSS FOUR DIMENSIONS (DOMAIN EXPERTISE,
PRIMARY RESPONSIBILITIES, VISUALIZATION REQUIREMENT, AND
POTENTIAL ROLES), HIGHLIGHTS THE DISTINCTIONS AMONG THREE
USER GROUPS WITH DIFFERENT KNOWLEDGE BACKGROUNDS(NETWORK
ADMINISTRATORS, RESEARCH ANALYSTS, AND GENERAL AUDIENCES).

Characteristics

User Groups

Domain
Expertise

Primary
Responsibilities

Visualization
Requirement

Potential
Roles

Network
Administrators

Strong technical
expertise

Ensuring system reliability,
avoiding route flapping;
Monitoring system operation,
identifying routing anomalies.

Detailed real-time data;
Overview and drill-down
capabilities;

Efficient monitoring supports
quick decision-making.

AS, ISP, IXP Admins;
Prefix Owners;

Security Operation
Centers.

Research
Analysts

Expertise in their
specific research
field

Analyzing business opportunities,
Optimizing strategic decisions;
Evaluating network performance,

Overview of the system, ability
to drill down to detailed data;
Focusing on anomalies for

system robustness;
Tracking spot irregularities,
improving network regulation,

Avoiding information overload
for business analysts.

Business Analysts;
Academic Researchers;
Internet Regulators;
Law Enforcement
Officers.

Providing a timeline of network
incidents;

Optimizing user experience; Showing the occurrence,
Understanding and disseminating | duration, and impact scope;

the impact of security incidents. | Avoiding complex information
that could lead to information
overload.

Policy makers;
Journalists;
General Internet Users.

Limited technical
expertise

General
Audiences

A. Target Users Groups

This section we describe the user groups who might derive
advantages from inter-domain routing security visualization
and visual analytics. Several studies have explored the clas-
sification of user groups, revealing a need for visualization
tools not just for experts but also for users with varying
levels of domain experience, encompassing diverse analytical
interests. ProBGP [2] integrates domain knowledge to position
AS administrators and prefix owners as the primary users. It
utilizes visual analytics to provide deep insights into routing
data, while also accommodating AS, ISP, IXP Managers, and
regulators for comprehensive network analysis interests. Ulmer
et al. [29] introduce two new user groups in their subsequent
research, including business analysts and researchers who are
interested in achieving higher effectiveness in discovering new

insights from data. Raynor et al. [12] emphasize the impor-
tance of visual analytics for the general public in their latest
review. Despite the limited domain background of ordinary
internet users, network anomalies significantly impact user
experience. Thus, visual analytics tools should also cater to
ordinary users, journalists, and policymakers to understand
potential network risks.

Based on the previous research, we categorize users into
three non-mutually exclusive groups based on user expertise:
Administrators, Analysts, and Audiences. As shown in ta-
ble. II, we summarize the comparison of users with different
knowledge backgrounds in terms of their primary responsibil-
ities, visualization requirements, and potential roles. It should
be noted that many of the visual analytics works discussed
may cater to more than one group. For instance, both analysts
and non-domain experts require an overview to reinforce their
own intuition for how BGP works.

1) Network Administrators: The first groups of users en-
gaging with IDRS visualization consist of network and re-
source administrators who are responsible for managing net-
work routing, monitoring system operations, and promptly
troubleshooting issues. These administrators and operators,
whether researchers or engineers possess a profound under-
standing of inter-domain routing architecture and showcase
extensive network in operation experience. Their expertise
accelerates critical decision-making in IDRS, particularly in
identifying anomalies or misconfigurations that result in re-
duced traffic speed or packet loss.

Experts from large ISPs and organizations have extensive
experience in configuring and monitoring routing strategies.
This tool leverages expert insights derived from real-world in-
stances, such as Berkeley root routing cause analysis and ISP-
Anon’s routing flapping. It addresses issues such as unbalanced
load balancing, backdoor routes, BGP community tagging,
route leakage among peers, and continuous route flapping.

2) Research Analysts: The second group of individuals
who may derive benefits from IDRS visualization comprises
analysts and researchers. These users may possess relevant
technical or business background but are novices in BGP
network operations. This category encompasses users such as
business analysts, prefix owners, internet regulators, and law
enforcement agencies (LEAs). They integrate their specific
business requirements with the use of visualization tools to
analyze trends in BGP route changes, identify potential issues
and optimization opportunities, support decision-making and
strategic planning, and engage in relationship analysis. This
group of users may not possess extensive domain expertise
but require the integration of BGP data for analysis, where
visualization can effectively support these users in their tasks.

3) General Audiences: The third group of users who can
benefit from visualization consists of non-experts in inter-
domain routing security. These individuals typically have no
prior knowledge of BGP system and may not possess a techni-
cal background. Research efforts targeting this group primarily
aim to simplify comprehension and enhance the dissemination
of information. They rely on the reports and dashboards
provided by visual analytics tools to access summarized in-
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Fig. 1. The taxonomy of this survey outlines four task scenarios, associated with relevant data sources and visualization techniques, all within the context of

inter-domain routing security threats and targeting user groups.
formation on network performance, connectivity status, and
to stay informed about significant security incidents.

These group also includes people who are beginners in
IDRS. They may gain inspiration from visual analysis tools to
better understand the workings of the BGP routing network,
aiding them in gradually developing skills in network man-
agement and route configuration. The system has been used
to analyze the dynamics of AS-level topology and diagnose
issues in internet routing.

B. Security Threats Landscape

To comprehensively analyze inter-domain routing security,
it typically requires the concurrent examination of both the
data plane and the control plane. The control plane of inter-
domain routing systems primarily involves managing routing
information exchange, determining optimal route paths, and
controlling routing policies.

The data plane is responsible for the fundamental-level
packet transmission and processing. This includes forwarding
data packets based on routing decisions, implementing traf-
fic classification, enforcing quality of service, and applying
firewall filtering. In network environments, typical malicious
activities such as DDoS attacks, worm viruses, and botnets
may cause anomalies in data plane traffic. The challenges of
data plane threats are differentiating legitimate from attack
traffic within the routing system [24]. When attack traffic
substantially increases, it may overwhelm the network’s pro-
cessing capacity, leading to disruptions or delays in normal
traffic flow. Extended periods of link congestion or connection
disruptions may cause resets of BGP sessions potentially
leading to interruptions or service halts in inter-domain routing
systems [30].

The control plane is responsible for routing control and
management within a network, ensuring that data is trans-
mitted along the correct paths in the network. Its main tasks
include maintaining routing tables, running routing protocols,
defining routing policies, and detecting and recovering from
faults. The challenges of control plane arise from the funda-
mental trust-based architecture of the Border Gateway Protocol
(BGP) [31]. In practice, autonomous systems typically accept
routing announcements from neighbors without conditional

validation. Therefore, the control plane is vulnerable to various
threats such as prefix hijacking, source path spoofing, and
route termination. These threats often result in anomalies or
manipulation of routing tables, subsequently impacting routing
reachability across the entire network.

Drawing upon academic expertise in networking and an
extensive review of pertinent literature, security threats to
inter-domain routing systems are conventionally classified into
four distinct categories: direct intentional, direct unintentional,
indirect anomalous, and physical failures.

1) Direct intentional: threats refer to malicious attack
operations targeting inter-domain routing systems within the
cyberspace. Malicious intrusion such as BGP prefix hijacking,
BGP message spoofing and BGP path manipulation can lead to
issues like abnormal data transmission, security vulnerabilities,
information leakage, or network interruptions. Strengthening
inter-domain routing security can involve the use of BGP
route policy filtering, BGP monitoring, RPKI (Resource Public
Key Infrastructure) signing, and other measures. Monitoring,
detecting, and mitigating these anomalies are crucial steps in
enhancing network security.

2) Direct unintentional: threats typically result from inad-
vertent configuration errors operational mistakes by network
administrators, or software failures in devices, leading to ad-
verse effects on routing and data transmission. These incidents
can result in BGP route leakage and BGP route blackholing,
and similar issues, which can lead to the erroneous propaga-
tion of routing information, affecting regional or even global
internet services [32].

3) Indirect anomalous: threats refer to anomalies that are
not directly caused by BGP routing protocols or router con-
figurations but rather result from complex interactions due
to external factors and network activities within the internet
space, such as DDoS attacks [33], Botnet [34] and worm
viruses [30]. These anomalies typically manifest as abnor-
malities in data plane traffic, link congestion, subsequently
influencing routing policy decisions, and may even lead to
the complete paralysis of certain BGP networks. Despite
researchers proposing various solutions for mitigating route
flapping, and some network operators prioritizing BGP traffic,
these incidents still necessitate more advanced monitoring and
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analysis at higher levels to recognize and address them.

4) Physical failures: threats refer to issues caused by prob-
lems with the physical components or elements of network
infrastructure, resulting in network interruptions or abnormal
routing behavior. These problems are typically triggered by
natural factors, equipment malfunctions, or physical damage.
When a backbone network link experiences a failure, whether
due to reasons like undersea fiber optic cable breaks, equip-
ment malfunctions, natural disasters, or human interference,
the operational effectiveness of BGP routers, particularly in
terms of acquiring and transmitting route information, can
be compromised. Such incidents have the potential to lead
to disruptions in the accessibility and performance of inter-
domain routing, thereby affecting internet services across
multiple regions worldwide [35].

As described above, Direct intentional and Direct uninten-
tional threats fall under the category of control plane failures.
In contrast, Indirect anomalous and Physical failures typically
exert an indirect influence on the data plane, they both have
adverse effects on inter-domain routing communications.

IV. METHODOLOGY AND TAXONOMY

This section presents our methodology for selecting papers
related to the survey topic, along with a taxonomy of inter-
domain routing security task scenarios that consider common
data sources and visualization techniques (see Fig.1). We also
delve into how visualizations can effectively address specific
challenges, tailored to meet diverse user requirements in the
context of IDRS.

A. Methodology

This study primarily focuses on visual analytics methodolo-
gies aimed at enhancing the accessibility of inter-domain net-
work monitoring, detection, verification and discovery for both
novice users and domain experts. To provide a comprehensive
survey of visualization and visual analytics techniques in the
context of inter-domain routing security, a keyword search
was conducted to gather papers published in visualization and
computer network conferences, venues, and journals spanning
the past two decades (2003-2023).

Our literature search primarily focused on notable publica-
tions within the field, such as ACM Special Interest Group
on Data Communication (SIGCOMM), IEEE Transactions on
Network and Service Management (TNSM), IEEE Transac-
tions on Visualization and Computer Graphics (TVCG), IEEE
Visualization (IEEE VIS), Eurographics Conference on Visu-
alization (EuroVis), and IEEE Symposium on Visualization for
Cyber Security (VizSec). We utilized a range of cybersecurity
related search queries (e.g., “inter-domain routing”, “BGP”,
“security”, “anomaly”, “hijacking”) and visualization-related
keywords (e.g. “visualization”, “visual analytics”, “diagrams”,
“charts”, “monitoring”). To identify additional publications
collected in our study, we then employ a citation-based search
strategy that involves the reference lists of each relevant paper
and also searching for later incoming citations using Google
Scholar. After such a round of paper selection and filtering,
we obtained 363 papers.

We then carefully reviewed the 363 selected papers, follow-
ing the subsequent criteria for evaluation. Firstly, as this survey

aims to investigate how visualization and visual analytics
could enhance the security of inter-domain routing, we focused
on papers that contribute novel forms of visualization or
interactive analysis tools. Subsequently, we excluded articles
focused on network optimization, physical network infrastruc-
ture development, network performance testing, and similar
topics. Although these areas are related to networks, they do
not directly involve visual analytics.

All the papers were reviewed by two visualization re-
searchers to confirm their relevance the concept of BGP
security. Specifically, we screened the titles of collected papers
to identify candidate papers. Then, we reviewed the abstracts
of the candidate papers to further determine whether they
concerned visual analytics techniques for BGP security. If the
title and abstract did not provide sufficient information, we
reviewed the full text of the candidate papers to make a final
determination. After collecting the literature and consulting
with domain experts, we conducted a thorough review to
ensure that no important articles were missed. Through an
exhaustive examination, our final corpus included 94 relevant
papers.

B. Taxonomy

In this section, we conduct a comprehensive analysis of the
collected visual analytics work to systematically understand
the major research trends concerning visual analytics of BGP
security. Within the realm of security threat analysis, we have
classified four task scenarios for BGP security visual analytics
task: network monitoring, feature mining, anomaly detection,
and pattern evolution. For each category, we identify common
data sources and visualization techniques.

1) Task Scenarios: Visual analysis about IDRS can provide
users with a situational awareness and support to ensure the
security and reliability of BGP networks. To categorize task
scenarios relevant to IDRS Visualization, we initially con-
sulted prior research in the field of cybersecurity visualization.
Komadina et al [21] conducted an analysis of 17 review
papers pertaining to cybersecurity visualization, synthesizing
from these a set of 14 overarching security tasks identified
in VizSec papers, which include situational awareness, threat
analysis, user behavior, and incident handling, among oth-
ers. In the realm of network and service management [25],
operators must consider a multitude of managerial aspects,
including business relationships, temporal synchronization,
configuration management, fault handling and performance
optimization. Furthermore, it is essential to devise manage-
ment approaches such as automation, semi-automation, or
policy-based methods, and implement them using applicable
technologies. Incorporating the principles of from overview
to detail. and Focus + Context. from visual analytics [36],
we develop an analytical framework that progresses from
monitoring to response, analysis to optimization, and global to
local to guide our task scenario categorization. This framework
encompasses inter-domain routing network functions, ranging
from monitoring and detection to verification and discovery.

Network monitoring plays a fundamental role in Inter-
domain routing visual analysis. Network monitoring primarily
entails real-time monitoring of network device status and
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TABLE III
OVERVIEW OF TYPICAL WORKS IN VISUALIZATION AND VISUAL
ANALYTICS OF INTER-DOMAIN ROUTING SECURITY. EACH ROW IS ONE
WORK; WORKS ARE SORTED CHRONOLOGICALLY BY THE PUBLICATION
TIME. EACH COLUMN CORRESPONDS TO DIFFERENT FOCUS AREAS
WITHIN THE PAPERS. A WORK’S RELEVANT AREAS IS INDICATED BY A
COLORED CELL.

Security Threats| Task Scenarios | Data Sources Visualization

Sz lels(Ele (2 s] (=[] [=] |33

HEHHH A ERE

Publication yearggéiéé%éé%‘%%g%g%

als z |z |2 |=% Zz|3< z|=
Schufrin et al. [64] 2022
Peng et al. [70] 2022
Danneman et al. [35] | 2022
Ulmer et al. [2] 2021
Candela et al. [79] 2020
Syamkumar et al. [3] | 2020
Yan et al. [92] 2020
Goodall et al. [61] 2019
Kalwar et al. [59] 2019
Candela et al. [63] 2018
Yan et al. [92] 2018
Ceneda et al. [80] 2016
Papadopoulos et al. [74] | 2016
Syamkumar et al. [39] | 2016
Angelini et al. [93] 2015
Gray et al. [4] 2015
Chen et al. [33] 2014
Shrestha et al. [101] | 2014
Papadopoulos et al. [32] | 2013
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traffic to ensure network security and reachability, thereby
ensuring the normal operation of the network [37]. It requires
collecting and storing multi-dimensional routing communi-
cation data, extracting critical information, and expedite its
visualization for user consumption. This task not only provides
real-time snapshots of network operational status for network
administrators but also facilitates a deeper understanding of the
stability and performance of routers and links. Additionally, it
serves as an interface for beginners to gain insight into network
anomalies.

Network detection refers to the detection of possible anoma-
lies by identifying behavior or events that deviate from ex-
pected patterns. After obtaining a global understanding of
network operation status, specific algorithms or interactive
visual analytics are required to further investigate and con-
firm security threats such as Anomaly incident or malicious
intrusions within the cyberspace domain. Anomaly detection
can assist administrators in identifying security threats, such
as malicious hijacking [1], unauthorized announcements [38],

6

configuration errors [39], and link failures [40], and prompt
detection and resolution of such issues.

Network verification employs feature extraction modeling
methodologies and interactive visual analytics techniques to
deliver validation support for both the data plane and control
plane of routing networks. This approach ensures that network
intentions are properly executed while concurrently offering
emulation techniques capable of identifying prospective imple-
mentation mistakes in networking equipment in advance. Net-
work verification entails deeper investigation of cybersecurity
incidents. It has the ability to identify critical characteristics in
BGP network data, such as BGP update summary [31], route
path inspection [41], and AS topology analysis [42], in order
to facilitate more in-depth analysis and utilization [43].

Network discovery leverages visual analytics to expose the
evolution and implicit patterns of interdomain routing system
networks. Research into the evolution of routing patterns
in routing networks can assist administrators in elucidating
trajectories of change pertaining to network traffic and routing
relationships, in order to forecast future network conditions
and identify potential latent issues. Moreover, elucidating
commercial relationships within cybernetworks can also facil-
itate more efficacious deployment of routing apparatuses and
enhancement of regional routing load capacity. Network dis-
covery enables users to gain insights into the evolving trends
of network topology [44] and routing performance [45], and
to discover AS business relationships, regional routing load
capabilities, and other relevant factors. This facilitates valuable
decision-making support for network resource planning.

2) Data sources: Network security analysts are primarily
concerned with what data is available and what information
can be extracted from it. Once this is established, it is crucial
to focus on the design of visual structures that accurately
represent the data and the subsequent mapping of the data to
these structures. After analyzing research papers and technical
communities, we have identified and categorized 24 different
types of data sources used in various studies. These data
sources include BGP routing update data, IP prefix allocation,
and AS-relationship, among others. Two researchers in the
field of visual analytics, one working towards a master’s
degree and the other a doctorate, independently generalized
and summarized the data based on common analysis tasks
in visual analytics [46]-[49]. The results were then discussed
with researchers in the field of BGP data mining. Through the
analysis of multiple data attributes, four common data sources
have been identified, which include time series data, network
topology data, cybersecurity reports data, and geospatial data.
A brief description of each data source is provided as follows.
Routing Message Update data is a set of data and arranged
in chronological order [50], which can be used to describe
BGP network traffic, routing path features [31], AS topology
changes over time. Routing Event Log data refer to a collection
of unstructured text data or records of anomalous events on
the Internet [51]. Routing Table Topology data describes the
structure and connectivity relationships of network elements
such as routers, AS relationships, as well as hierarchical data
such as IP address allocation and RPKI authorization chains.
Routing Spatial Mapping data such as GeolP and AS-IP
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data [2], contains information about longitude and latitude,
and typically describes the physical location and connectivity
relationships of network devices, as well as the geographical
distribution of network traffic. This can aid administrators in
conducting geographical analysis and visualization related to
network infrastructure.

3) Visualization Techniques: Existing Visualization tech-
niques utilize a range of visual representations to demonstrate
BGP network patterns and convey meaningful insights. The
selection of visual representations has an impact on how
anomalous events and cybersecurity data are organized and
aggregated. We identified four categories of visual repre-
sentation for displaying BGP security data. Spatio-temporal
based visualizations refer to the utilization of the time axis
to facilitate improved network traffic monitoring, tracking the
timing of network events, and exploring other relevant tempo-
ral aspects. By incorporating geospatial data, the visualization
technique provides insights into the geographical distribution
of BGP networks. This includes identifying the geographic
location of IP addresses and visualizing the spatial patterns
of network traffic. Graph based visualizations refers to node-
link representation, which help users better understand the
topology and routing relationships of BGP networks. When
combined with temporal analysis, they can also be used to
uncover patterns of network evolution. Hierarchical based
visualizations employ a hierarchical structure to help users
better understand the relationships and interactions between
different levels in the BGP network, such as the business
relationships between ASes and the hierarchical relationship of
RPKI authorization. Multivariate based visualizations leverage
multi-dimensional data to integrate and analyze different types
of data, such as multi-dimensional features extracted from
BGP updates.

Overall, based on a comprehensive review of existing BGP
security threats, we have identified and categorized four types
of BGP security task scenarios, including Network monitoring,
Feature mining, Anomaly detection and Pattern evolution. For
each task, we provide a detailed breakdown of common data
source and visualization techniques. We believe that these
categories can provide guidance for researchers and practi-
tioners by linking visual analytical tasks and BGP security.
The example papers are shown in Table.III.

V. VISUAL ANALYTICS ON NETWORK MONITORING

Network monitoring is a critical process that involves ana-
lyzing diverse operational data and presenting network status,
traffic, and other essential metrics in an interactive visual
format to gain comprehensive insights into network operations.
Network monitoring serves as the basis for other network
analysis tasks, and by integrating it with advanced visual
analytics techniques, security analysts can swiftly comprehend
the network’s operation status, detect potential security threats
or anomalies, and take preemptive measures to mitigate these
risks, thereby ensuring the stability and security of the system.
The main purpose of visualization in this category is to present
the current state of the network by displaying fundamental
statistics such as system load, entropy, overall throughput, and
the number of users that reflect the network’s condition [25].

Visualization facilitates the prompt detection of significant
changes in these statistics, allowing users to identify state
changes and potential anomalies in the network.

1) Routing Instability Monitoring: In the realm of net-
work management, routing updates materialize subsequent to
various events such as configuration adjustments, network
failures, and dynamic traffic engineering. These updates are
a direct consequence of alterations in routing decisions [56].
BGPlay [57] allows Internet Service Providers to monitor
the reachability of a specified prefix by utilizing a graph
metaphor. Teoh et al. [58] developed a real-time data collection
and interactive visual analysis client, which facilitates user-
interaction to monitor metrics such as BGP updates and
differences in the frequency of AS path occurrences.

2) Traffic Congestion Monitoring: Real-time monitoring
and analysis of data traffic in BGP networks is essential
for network administrators to understand the distribution and
trends of network traffic, as well as to detect anomalous traffic
patterns, such as sudden increases in route announcement
volume or a large number of withdrawn announcements. Vi-
sualizations in this category describe the traffic flows between
different nodes in the network. TVis [59] models network
traffic as an undirected graph and computes Heron triangles
based on the correlations of each vertex within a 5-second
time window, enabling real-time monitoring of both low-rate
and high-rate traffic attacks and triggering alerts. As shown
in Fig.2(d), BGPEye [54] provides multi-granularity views
to assist administrators in monitoring the number of network
traffic anomalies caused by route interruptions. It presents a
dual-perspective visualization tool for real-time and scalable
root-cause analysis of BGP updates events, providing both
Internet-Centric and Home-Centric perspectives to improve
network monitoring.

A. Data Sources

Routing Message Update data is essential to capturing the
dynamic nature of BGP state and traffic. It encompasses cru-
cial components including timestamps, durations, and tempo-
ral relationships, providing a comprehensive understanding of
the temporal variations within the BGP network. It also has the
capability to incorporate real-time variations in link conditions.
The data is obtained from historical BGP update records or IP
traceroute traffic data retrieved from diverse RIS organizations
or institutions, such as RIPE NCC, RouteViews, and CAIDA.
As shown in Fig.2(c) various institutions deploy observa-
tion points globally to gather sequentially updated routing
data [29]. Visual representations with temporal relationships,
such as timeline [60], line charts [61], is commonly employed
to monitor network status and traffic. These visual mappings
facilitate the detection of notable deviations in system load
patterns, thus aiding in the identification of changes in network
state or potential anomalies [62].

Routing Table Topology data typically describes the
connectivity relationships between networks, such as AS-
relationships, which depict the interconnections between ASes.
In inter-domain routing systems, topology data is commonly
extracted from multi-hop paths recorded in BGP routing tables.
Obtaining a comprehensive understanding of the Internet’s
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Fig. 2. Visualization of network monitoring. (a) ROUSSEAU [52] employs a spring-magnetic layout algorithm for monitoring internet providers and national
networks. (b) AS Core Graph [53] shows AS connectivity and evolution by converting IP connections into AS links. (c) BGP Monitoring Points [29] mark
Routeviews in red and RIPE NCC points in yellow, aiding global internet routing analysis. (d) BGPEye [54] offers a real-time BGP updates analysis tool with
Internet-Centric and Home-Centric views. (e) ProBGP [2] introduces a progressive visual analytics application to represent global routing network monitoring.
(f) IPCensus [55] utilizes a Hilbert map for detailed visualization of global IP space allocation.

topology at a global scale presents significant challenges. As
shown in Fig. 2(a), ROUSSEAU [52] present an enhanced
graph layout algorithm, combined with a force layout model,
to mitigate network node overlap and minimize edge crossings.
This approach facilitates a in-depth understanding of routing
anomalies, such as the announcement of private IP blocks and
inconsistent IP-AS mappings.

Over the past two decades, CAIDA has been devoted
to the measurement of global Macroscopic Topology. They
have made the AS Rank dataset openly accessible, thereby
fostering further in-depth exploration by researchers into the
attributes, dynamic behavior, and evolution of critical in-
frastructure within the Internet. As shown in Fig. 2(b), AS
Core Graph [53] captures the connectivity attributes between
ASes, converting IP connections into AS links. By leveraging
geographic mappings, it represents global AS connectivity re-
lationships, effectively addressing the challenges of large-scale
topologies in the global Internet. Global topological data are
represented through a chord plot, facilitating the observation
and analysis of interconnectivity among Autonomous System
(AS) resources at multiple hierarchical levels. In addition, the
traceroute command serves as a simple tool capable of offering
localized AS topology information, aiding in the preliminary
analysis of routing behavior for individual devices [63].

Routing Event Log data is commonly used for data analysis
and summarization in network monitoring to reveal the most
significant entities and event sequences. The cybersecurity
reports data primarily comprises log data from network mon-
itoring systems and text-based security reports manually cu-
rated by experts [35]. Cybersecurity incident reports can assist
decision-makers in quickly understanding the development of
network security situations and provide valuable insights and
information to support decision-making and the formulation
of risk management measures [64]. Customizable user summa-
rization and narrative visualization for network security reports
can aid security analysts in rapidly comprehending complex

temporal relationships within textual data, enabling them to
more quickly identify underlying patterns in network anomaly
events [51].

Routing Spatital Mapping data establishes a connection
between geographic coordinates and topology, providing ana-
lysts with a spatial perspective for analysis. These approaches
commonly rely on typical data sources like GeolP and AS-IP
data [2]. The geospatial data includes longitude and latitude
information, which commonly represent the physical coordi-
nates and connectivity associations among network devices,
along with the geographic dispersion of network traffic [65].
The combination of traceroute data and geospatial data facil-
itates the analysis of BGP update’s spatial propagation paths
in the real world, enabling insights into potential business
relationships [26]. Furthermore, by incorporating temporal
information, it is possible to further explore the spatiotemporal
correlations of abnormal events in the BGP system [3].

B. Visualization Techniques

The utilization of visualization techniques enables the trans-
formation of diverse and heterogeneous network state and
traffic data into intuitive and visually appealing graphical
representations. This empowers network administrators and
security analysts to gain comprehensive insights into monitor-
ing behaviors, identify network anomalies, and make precise
decisions for network optimization and security enhancement.

Spatial-temporal based visualization combines the dimen-
sions of time and space, encompassing a variety of time-
based visual representations. It enables users to monitor
route propagation on maps and facilitates a comprehensive
understanding of dynamic network behavior. As shown in
Fig. 2(e), ProBGP [2] is utilized for BGP update queries and
geographic visualization, with its primary visualization being
a map overlaid with query input fields. Users can enter an AS
number and a date to obtain the geographic approximation of
the AS data centers. Situ [61] introduces a streaming analysis
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tool that incorporates the event search page to assist analysts in
acquiring situational awareness, detecting suspicious behavior,
and comprehending the contextual information associated with
the behavior.

Graph based visualization techniques are commonly em-
ployed to depict the connectivity relationships at both the
IP-level and AS-level of interdomain routing. The AS graph
demonstrates a densely connected structure at its core, with
prominent nodes forming extensive interconnections among
themselves. Conversely, the majority of leaf ASes exhibit
connections to a comparatively limited number of ASes [53].
TPlay [66] presents a radial layered drawings for displaying
traceroutes. This technique represents graphs with vertices
placed on concentric circles and targets in the center, which
is effective for visualizing sparse hierarchical graphs. The
probes originating the traceroutes are in the periphery of
the drawing, and this approach is effective in displaying
topological distances.

Hierarchical based visualization hierarchically presents the
business relationships among ASes, enabling users to explore
and access detailed information about the AS path from
various perspectives. The AS path and other attributes are
represented as hierarchical dimensions, with instances orga-
nized into higher-level categories at multiple levels, form-
ing a tree structure. This visualization design preserves the
geographic position, proximity, and size of network nodes
while presenting the hierarchical relationships, facilitating the
comparison of different nodes in the network. Hierarchical
Network Map [67] organizes the display area as a map with a
zoomable rectangle area for each network, using the associated
IP addresses for computing the node’s coordinates. Fischer
et al. [68] employs treemap visualization technique in con-
junction with a multi-criteria clustering algorithm to monitor
potential patterns and characteristics of attack activities in a
network.

To monitor the allocation and utilization of global network
resources, Ipcensus [55] employs a Hilbert map (see Fig. 2(f))
to enhance network monitoring by systematically depicting
the allocation of global IP space in a detailed and accessible
manner. Additionally, treemap representations also find appli-
cations in both network traffic exploration in security domains
and providing overviews in file systems forensics, as well as
in malware analysis [62].

TABLE IV
THE PRIMARY ANALYSIS PERSPECTIVES OF NETWORK MONITORING AND
THE ASSOCIATED DATA SOURCES, VISUALIZATIONS AND TOOLS.

Data & Tools

Analysis Data Sources Visualization Techniques Typical Works

perspectives

Topology Dynamics

Multi-hop Routing Data,
Real-time BGP Updates,
AS Rank Dataset

Force Layout Graphs,
Enhanced Graph Layout
Algorithms, Chord Plots

ROUSSEAU [52], BGPlay
[57], AS Core Graph [53]

Traffic Insights

Real-time BGP Traffic
Data, Historical BGP
Update Records,

IP Traceroute Data

Spatial-temporal
Visualizations, Graphs with
Correlations, Timeline and

Line Charts

Tvis [59], BGPEye [54]

Geo-Intelligence

GeolP Data, AS-IP
Mappings, Traceroute
Data with Geographic

Coordinates, IP

Geographic Visualization on
Maps, Hilbert Map for
Spatial Distribution

ProBGP [2], IPCensus [55]

C. Key Findings

Visual analytics for network monitoring facilitate the dis-
semination of real-time information regarding network status
and traffic by graphically illustrating critical statistical data,
including system load, entropy, total throughput, and user
count, thereby enabling network administrators to promptly
discern notable fluctuations within these metrics. As shown
in Table. IV, by integrating and employing time-series data
alongside network topology data, the spectrum of network
monitoring is expanded, allowing for a more precise pinpoint-
ing and scrutiny of potential red flags in network operations,
such as identifying suspicious prefixes, analyzing propagation
paths, and scrutinizing routing updates. Under the guidance of
multi-view correlated visual analysis techniques, the integra-
tion and joint analysis of different data perspectives become
possible, providing administrators with a more comprehensive
view of network operations and enhanced precision and speed
in threat detection. Simultaneously, this multidimensional,
multi-angled data fusion and analysis bring forth new chal-
lenges, such as ensuring data integrity and accuracy, balancing
real-time dynamic monitoring with historical data analysis, and
providing a user-friendly experience while retaining depth in
data analysis.

Current visual analytics for network monitoring primarily
focuses on BGP route update data provided by institutions like
RIPE NCC, RouteView, and CAIDA. Additionally, as the data
is sourced from limited observation points, it poses challenges
in accurately identifying localized network issues and is often
employed for post-event analysis. In future research directions,
on one hand, there is an emphasis on integrating and aligning
multiple data sources, including network traffic data, secu-
rity logs, and geographical data, to enhance the monitoring
and detection capabilities within the BGP system. On the
other hand, there’s an emphasis on merging local routing
dynamics with global routing information to strengthen real-
time network monitoring capabilities. This approach benefits
a more comprehensive, accurate, and detailed understanding
of network status and security intelligence This necessitates
an effective integration and amalgamation of diverse visual-
ization techniques in the design realm, aiming to offer a more
comprehensive analysis of BGP characteristics.

VI. VISUAL ANALYTICS ON NETWORK DETECTION

Network detection refers to identifying potential anomalies
by detecting events or behaviors that do not conform to
expected patterns. This scenario helps network administrators
to detect abnormal traffic [69], anomalous routers [52], and
other potential security threats [76]. By employing this ap-
proach, administrators can promptly detect and address net-
work malfunctions and security threats. Anomalies encompass
a broad spectrum of network security issues, such as abrupt
fluctuations in traffic, device failures, unauthorized resource
access, and suspicious host behavior. This work focuses on the
application of visual analytics methods to common anomalies
in the BGP routing system, such as sudden changes in route
announcement traffic, prefix hijacking and network faults
caused by operational mistakes. The complexity of the BGP
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Fig. 3. Visualization of network detection. (a) TAMP [69] visualizes large-scale BGP routes for real-time anomaly detection in networks using a dynamic tree.
(b) Multi-view [70] combines GAT with visual and temporal features analysis for BGP traffic anomaly detection. (c) Link-Rank [71] develops rank-change
graphs to diagnose global network routing changes, aiding in dynamic detection. (d) Link Weights [72] employs expected weight and variance to pinpoint
origins of routing changes in global networks. () AS-Graph [73] introduces hierarchical visualization to track path losses and gains in BGP routing. (f)
BGPGraph [74] utilizes hierarchical clustering with IP-based weighted edges for detecting anomalies in BGP routing. (g) BGPfuse [75] features Parallel
Coordinates and individual graphs for effective detection of BGP path hijacking.

message structure makes it challenging to directly identify the
causes and sources of system anomalies. To detection and
analyze BGP network anomalies, it is necessary to examine a
series of factors, such as the quantity of BGP route announce-
ments and withdrawals, AS-path length, and the number of
rare ASes involved [20].

1) Anomaly Incident Detection: This category aims to iden-
tify anomalous events or behaviors in the network that deviate
from the expected patterns of network activity, encompassing
fluctuations in network traffic, configuration errors, sudden
changes in routing paths, and may be the result of errors or
operational mistakes. Researchers utilize a variety of anomaly
detection techniques, including machine learning algorithms,
statistical analysis, data mining, and rule-based methods, to
monitor network traffic, event logs, and device behaviors
for the purpose of detecting potential anomalous patterns. In
the research depicted in Fig.3(b), Multi-view [70] utilized a
weighted undirected graph for feature analysis to scrutinize the
relationships among features extracted from the Nimda dataset,
complemented by the employment of graph neural networks
for the inference of network anomalies events.

2) Malware Intrusion Detection: Research in this category
aims to identify malicious intrusion activities within a net-
work. Malicious programs can infect routers or other network
devices, leading to insecure network activities. This includes
router malware, malicious BGP operations, and IP address
spoofing. Intrusion detection relies on the identification of
malicious programs characteristics, analysis of anomalous be-
haviors, and traffic analysis. These objectives can be achieved
through the utilization of techniques such as signature-based
detection, heuristic analysis, behavioral analysis, and deep
learning.

A. Data Sources

Researchers typically extract data from various perspectives
of BGP propagation, employing multiple anomaly detection
and visual analysis methods to identify BGP anomalies. These

data encompass both control plane and data plane aspects.
The data sources encompass BGP raw data, routing registry
databases, and other types of BGP data sources.

Routing Message Update data is utilized in both the con-
trol plane and data plane, encompassing timestamped mes-
sages such as BGP route update messages, TCP timestamps,
ICMP timestamps, and more. These temporal indicators serve
as valuable metrics for detecting suspicious prefixes. BGP-
mon [77] and relevant works collect relevant data sources to
facilitate the detection of anomalous events, including prefix
hijacking and fiber optic disruptions. Fig. 3(f) illustrates how
BGPGraph [74] presents a time series of anomaly scores,
aiding analysts in identifying and concentrating on crucial time
periods for in-depth analysis. This enables the detection of
anomalies of varying scales in BGP routing.

Routing Table Topology data is utilized to extract relevant in-
formation such as propagation paths in AS-PATH, global rout-
ing tables, and the flow of packets between actual nodes in the
data plane. Subsequently, graph mining and visual analytics
methods are applied to uncover anomalous routing propagation
scenarios [54]. In the realm of Autonomous System (AS)
network topology, the AS graph is typically constructed based
on the AS paths found in BGP announcements. This process
involves aggregating information from all announcements up
to a specific point in time when a snapshot is captured to
represent the network’s state. As shown in Fig.3(e), AS-
Graph [73] introduces a novel approach to visualize BGP
route changes in a layered manner, incorporating information-
theoretic measurement methods to quantify and optimize the
analysis of route change events.

B. Visualization Techniques

Visual analytics techniques are extensively employed in
the domain of anomaly detection, particularly for visualizing
the large-scale structure of BGP routing. These techniques
assist network operators in answering questions such as the
nature of significant traffic updates, the origin of network
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anomalies, and the impact of these anomalies on specific ASes.
Link-Rank [71] develops rank-change graphs (see Fig. 3(c))
to effectively represent and diagnose routing changes in the
global networks, facilitating detailed detection of network
dynamics. As shown in Fig.3(d), Link-Weights [72] extends
the link-rank technique, providing a network detection solution
that utilizes expected weight and variance to pinpoint the
origins of routing changes within the intricate global routing
infrastructure. Network graph visualization effectively con-
denses the voluminous routing data into an intelligible format,
thereby offering a concise summary of the temporal dynamics
involved in routing changes.

Additionally, automatic visual analytics techniques can also
aid in diagnosing challenging BGP events that are difficult to
detect, such as minor fluctuations in large volumes of data, un-
expected route path leakage, and persistent route oscillations.
Cyclops [78] offers a visual representation of topology changes
and provides detailed information about the BGP messages
used to infer each change. It enhances verification by including
all the links in the observed AS paths and the BGP messages
that can be utilized for anomaly detection, thereby providing a
more comprehensive validation. VAST [42] employs the Octo-
Tree algorithm to construct AS topology analysis, representing
AS numbers as points in a 3-dimensional space. This approach
enables the detection of anomalies such as prefix hijacking and
route leaks.

Multi-view correlated visual analysis enables the joint anal-
ysis of multiple aspects of data to identify and analyze
anomalous events. In Fig.3(g), Bgpfuse [75] integrating vari-
ous visualization approaches like parallel coordinates, feature
graphs, and combined graphs. The integration of multiple
visualization views enhances user’s perceptual capabilities
concerning BGP characteristics. Bgpfuse provides structural
similarities and filtering capabilities, aiding in the detection of
suspicious behavior while enabling focused investigations into
the most compelling scenarios. BGPViewer [32] uses graph
representations to explore BGP route changes. It visualizes the
changes in ownership of each AS prefix within a specific time
window and maps the variations in the number of prefixes used
by each link in the AS graph to the size of graph nodes and
the width of graph edges. As shown in Fig. 3(a), TAMP [69]
introduces a dynamic tree to visualize a large-scale structure
of some set of BGP routes enabling real-time detection of
routing anomalies in complex network environments.

TABLE V
THE PRIMARY ANALYSIS PERSPECTIVES OF NETWORK DETECTION AND
THE ASSOCIATED DATA SOURCES, VISUALIZATIONS AND TOOLS.

Data & Tools

propagation

Analysis Data Sources Visualization Techniques Typical Works
perspectives
Weighted undirected
Graphs Feature :algh: AL;I r:z:me Graph neural networks, Multi-view [70],
Analysis Erapis, ® | Graph Embedding AS-Graph [73]

Anomaly Incident

Time series data,

Time series analysis,

BGPGraph [74], Link-Rank

analysis

Sequencing BGP route updates Rank-change graphs [71], Link-Weights [72]
) Layered visualizations,
Layered Data  |Global routing tables,
TreeMap, 3D topol VAST [42], Cycl 78
Insights AS paths reehlap, opology (42}, Cyclops [78]

C. Key Findings

The presence of multiple factors contributes to the oc-
currence of anomalies in the BGP system, making anomaly
detection a complex task and anomaly mitigation challenging.
Visual analytics applications in BGP security can aid in identi-
fying anomalous behavior, improving the accuracy of anomaly
detection, and facilitating timely responses to network failures
and security threats, thereby enhancing network performance
and ensuring network resilience. The existing research in the
field of network detection primarily centers around network
topology analysis, with some efforts focusing on time-series
data analysis.

As shown in Table. V, combining different analysis per-
spectives from the table highlights the multifaceted approach
to visual analytics in network detection. Graph feature analysis
focuses on understanding network topology through weighted
graphs and AS path information, enabling the identification
of structural anomalies. Anomaly event sequence analysis
leverages time series data to trace and diagnose network ac-
tivities over time, relying on the detailed examination of BGP
route updates. Layered data insights offer a high-level view
of network dynamics, employing layered visualizations and
3D topology analysis to dissect complex routing anomalies.
Researchers can enhance BGP anomaly detection algorithms
continuously by incorporating multidimensional data, thereby
improving the accuracy and efficiency of detection.

VII. VISUAL ANALYTICS ON NETWORK VERIFICATION

Amidst the ever-growing intricacies of the global network
ecosystem, network administrators face substantial challenges
in ensuring the precise realization of network intentions during
the design and configuration processes. The presence of er-
roneous network configurations can significantly compromise
both the security and availability of the network, yet manual
verification procedures are hindered by their onerous nature.
The complexity of network verification algorithms can make
them opaque and challenging to understand. Integrating visual
analytics with network verification enables rapid validation
and automated responses, thereby enhancing the security and
availability of the network.

1) Data Plane Characterizing: The task of detailed and
systematic examination and modeling of the data attributes
within a network’s data plane involves a comprehensive un-
derstanding and precise validation of traffic’s nature coursing
through a network. By scrutinizing the data plane, analysts
construct a detailed depiction of the data, encompassing its
structure, protocols, patterns of behavior, and compliance with
network policies. Building upon the extraction of data plane
characteristics, the integration of visual analytics with projec-
tion clustering and machine learning algorithms can expedite
the comprehension of how data is managed, processed, and
prioritized. This contributes to enhancing the interpretability
of temporal network data while simultaneously serving as a
foundational element for subsequent analytical processes. It
also plays a crucial role in guiding network enhancements
and troubleshooting, thereby ensuring the resilient and efficient
management of data across the network infrastructure.
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Fig. 4. Visualization of network verification. (a) Upstream Visibility [79] utilizes stacked area charts and matrices to effectively verify network routing
outages and hijacks. (b) RoutingWatch [80] enables network operators to visually track and compare routing events, helping in swift problem resolution. (c)
ENTVis [76] combines timeline, radviz, and matrix views to represent entropy-based metrics for detailed network traffic analysis. (d) VisTracer [81] offers a
visual analytics framework with glyph and graph-based summaries for verifying large-scale network traceroute data. (¢) OCEANS [33] aids in the verification
of indirect threats by identifying and correlating events, focusing on multi-phase attack patterns and botnet behaviors.

Network operators can leverage data plane characterization
to gain insights into performance bottlenecks, security vulner-
abilities, and operational efficiencies. This activity is crucial
for ensuring that the network operates as intended and is
optimized to meet current and future demands. BGP-lens [82]
utilizes multi-scale time-frequency analysis extraction such as
Wavelet Transform and Median Filtering to assess the high-
activity periods and stable update volume of the BGP system.

2) Control Plane Emulation: Creating a representation of
the control plane’s operations within a network simulation
environment. Network emulation is considered an advanced
iteration of network verification; it simulates real-world net-
work operations to uncover device implementation errors that
network verification alone may not detect. Within the realm
of control plane network emulation, it typically involves
variations in routing links and AS paths. Each arrival of a
new routing message signifies potential route changes, en-
compassing announcements and withdrawals. Changes in AS
paths can facilitate the discovery of insights into AS routing
behaviors, such as the rarity of longer paths, and so forth. By
emulating the control plane, network designers and operators
can test and predict how network policies and routing protocols
will behave under various conditions without the need for
physical hardware. This practice is instrumental in prototyping
network changes, verifying system integrity, and planning for
capacity without impacting the live network. It allows for
detailed experimentation and analysis, providing a safe space
to understand the implications of new configurations and to
ensure that they will behave as expected when deployed in
the real world.

A. Data Sources

Network verification can be approached from two perspec-
tives: the data plane and the control plane [83]. The data
plane entails the verification of packet forwarding along BGP
announced paths, ensuring their effective transmission [10].
The control plane primarily revolves around the rigorous

validation of BGP’s reception and transmission of control
messages related to path announcement and withdrawal [84].
Time series data and network topology data correspond to the
data sources of interest for the data plane and control plane.

Routing Message Update data is predominantly used for
dynamic analysis, focusing on the temporal changes in the
BGP system, such as the evolution of routing behavior over
time. A series of control plane temporal features datasets
is generated to facilitate the training of machine learning
models for detecting BGP anomalous events [31]. The Fisher
and minimum Redundancy Maximum Relevance (mRMR)
algorithms are employed for feature filtering based on their
strong correlation [85]. Machine learning techniques, includ-
ing LSTM [86], Graph Attention Networks (GATs) [70],
are employed to improve the real-time performance of BGP
anomaly detection and enable the classification of unknown
events. In the realm of analyzing routing behavior within BGP
pressure flow intervals identified by algorithms, VisTracer [81]
introduces a visual analytics framework that incorporates
glyph and graph-based summaries to facilitate the security
verification of large-scale time series inter-domain network
traceroute data (see Fig.4(d)). RCAnalyzer [87] transforms the
snapshots of a dynamic network into a series of connected
triangular matrices. It then performs hierarchical clustering
and optimal tree cutting on each matrix to detect network
anomalies by identifying rare changes in the links between
substructure nodes in the dynamic network.

In contrast, Routing Table Topology data, which is primarily
used for static analysis, primarily focus on the given time slice
of the BGP system’s network topology. These methods analyze
the structure, connectivity, and relationships between ASes in
the BGP network. Network validation emulation can replicate
the dynamic alterations in network routing paths. Upstream
Visibility [79] utilizes stacked area charts and matrices for
visualizing complex routing data. As shown in Fig.4(a), a
routing topology-based graph provides a visual representation
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of routing alterations during a defined time interval. It effec-
tively facilitates the verification of network routing outages,
hijacks, and other malicious attacks. Additional, as illustrated
in Fig.4(b), RoutingWatch [80] facilitates network operators to
visually trace and compare routing events across different net-
work probes, geographic locations, and time frames, thereby
identifying routing configurations and aiding in swift problem
resolution.

By combining dynamic temporal data and static topological
data analysis, researchers and network administrators could
gain a comprehensive understanding of BGP systems, un-
covering both temporal dynamics and network structure. The
large-scale anomaly metric combines the entropy of edges
and vertices, effectively capturing significant routing changes
that indicate distributed anomalies. On the other hand, the
small-scale anomaly metric combines four statistical metrics to
collectively identify small-scale events deviating from normal
behavior.

B. Visualization Techniques

Multivariate based visualizations leverage AS-path patterns,
prefix distribution, and BGP update message features among
other multi-dimensional data, to analyze different types of fea-
ture extraction. BGPfuse [75] employs parallel coordinates to
visualize the multidimensional features of the BGP system and
combines it with filtering functionality to analyze the correla-
tion between features. For the extraction of multi-dimensional
data features, dimensionality reduction projections, correlation
matrices, and other visual analytics techniques can facilitate
the interactive and rapid selection of features. As shown in
Fig.4(c), ENTVis [76] integrates timeline, radviz, and matrix
views to visually represent entropy-based metrics, enhancing
the precision of network traffic verification by enabling de-
tailed analysis of IP and port activities. Vahan et al. [88§]
utilized a correlation matrix to represent graph metrics, aiding
in feature selection.

Graph based visualizations transform network data into
node-link representations, enabling the exploration of in-depth
data patterns through the optimization of visual features. Lad
et al. [72] introduced a novel scheme that incorporates link
weighting and change inference to enhance the Link-Rank
method, thereby improving the detection of BGP peer session
failures and route instability. NetFork [89] applies the Bub-
bleSet techniques to aggregate network nodes and combines
it with a multi-timeline visual representation to explore the
dynamic changes in Internet routing. Cortese et al. [90] employ
contour plots to visualize the hierarchical structure and path
changes of ASes. By combining the contour plots with a
map, where different contour lines represent ASes at different
hierarchy levels, the flow of traffic across hierarchy levels can
be clearly depicted.

Hierarchical based visualization can effectively represent
hierarchical features of data, and IP prefix data is a typical
example of such hierarchical data. Case study [45] presents an
investigation into the Origin AS Change patterns by leveraging
the hierarchical encoding of IP prefixes using quadtree and
establishing associations between ASes and IPs. In addition,
as shown in Fig.4(e), OCEANS [33] visualizes hierarchical IP

data, enabling experts to efficiently identify and correlate com-
plex events. This approach enhances the capacity for proactive
detection of indirect threats by facilitating the discovery of
external multi-phase attack patterns and the analysis of botnet
behaviors.

TABLE VI
THE PRIMARY ANALYSIS PERSPECTIVES OF NETWORK VERIFICATION AND
THE ASSOCIATED DATA SOURCES, VISUALIZATIONS AND TOOLS.

Data & Tools
Analysis Data Sources |Visualization Techniques Typical Works
perspectives
Clustering, Hierarchical | VisTra 81], BGPfus
Data Flow BGP routing update, ustering, Fierarehicd 18 [racer .[ ]’ 5
Checking network snapshots clustering, Timeline, [75], RoutingWatch [80],
SR Radviz, Matrix views OCEANS [33]
. L Network topology maps,
Ol')eratm.nal Routing links, routing path changes, AS Radian [63]
Simulation AS paths . . .
path behaviors simulations
Aty Pa.ttern BGP routing activity Wavelét Tr@sf9m, BGP-lens [82]
Analysis Median Filtering

C. Key Findings

The current research primarily revolves around network
verification conducted within the control plane and data plane.
Visualization techniques play a crucial role in aiding the
verification of the network structure for BGP routing, iden-
tifying the origins of routing anomalies, and assessing their
impact on specific autonomous systems. Through the use
of data plane and control plane network verification, BGP
system features can be effectively discovered and modeled.
By combining dynamic and static analysis methods, as well
as leveraging machine learning and visualization techniques,
the stability and security analysis capabilities of BGP systems
can be further enhanced. Conducting dynamic analysis of
time-series data and static analysis of network topology data
provides a comprehensive understanding of the BGP system.
BGP message updates exhibit a significant volume, intricate
structural characteristics, and continue to present challenges in
aspects such as data storage, feature extraction, and algorithm
design. To enhance the stability and security of the BGP
system, it is imperative to expedite the deployment of security
routing strategies such as RPKI and BGPSec.

As shown in Table. VI, the main analysis perspectives for
network verification include activity pattern analysis, opera-
tional simulation, and data flow checking. These perspectives
provide a structured approach to understanding and ensuring
the integrity of network operations. Data flow checking delves
into the specifics of data transmission within the network,
ensuring that data flows as intended and complies with estab-
lished policies. Operational simulation enables the emulation
of network operations within a controlled environment, allow-
ing for the testing and validation of network configurations and
policies without impacting the actual network. Activity pattern
analysis focus on deciphering the complex patterns of network
behavior, particularly useful in identifying anomalies and
optimizing network performance. Each of these perspectives
employs specific tools and visualization techniques to facilitate
a thorough examination and validation of network functions,
ultimately contributing to a more secure and efficient network
infrastructure.
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Fig. 5. Visualization of network discovery. (a) IDSRadar [91] displays abnormal network patterns using a radial graph to filter out false positives in security
monitoring. (b) Contextual Navigation [4] merges topological mapping with commercial data for enhanced relationship analysis. (c) Radian [63] employs a
radial graph for detailed analysis of evolving routing relationships. (d) HOCG [92] visualizes high-order anomalies correlations through a faceted Correlation
Graph. (e) PERCIVAL [93] integrates proactive and reactive approaches in cyber-defense, representing network configurations and potential threats in critical
infrastructures. (f) Topographic map [90] utilizes a topographic map metaphor to show the evolution of network relationships and IP prefix propagation.

VIII. VISUAL ANALYTICS ON NETWORK DISCOVERY

The continuous evolution of BGP system greatly influences
the Internet’s structure, performance, and dynamics. To gain
insights into these complex dynamics, visual analytics emerges
as a powerful approach, combining interactive visualizations
and analytical techniques to explore and analyze large-scale
BGP data [94].

1) Route Behavior Discovery: The evolution of BGP rout-
ing patterns over time refers to the understanding and anal-
ysis of how routing patterns in BGP networks change and
develop [22]. As shown in Fig.5(c), Radian [63] defines a set
of routing behavior analysis tasks, including route path tracing,
topology distance calculation, reachability testing, single point
failure detection, network peer relationship testing. This work
also presents traceroute data in the form of a radial view cluster
graph, allowing users to interact with Radian and observe the
evolution of routing over time.

2) Business Relationship Discovery: The BGP system facil-
itates the exchange of routing reachability information among
thousands of AS, forming the Internet’s network topology.
Each AS represents an independent company or organization.
Measuring and analyzing the evolution of AS relationships can
reveal their dynamic changes, interdependencies, and the over-
all network’s evolutionary trends, providing insights to better
understand and manage the Internet’s routing system [69].
As shown in Fig. 5(b), Contextual Navigation [4] leverages
the radial reingold-tilford tree design to analyze AS node
provider-consumer relationships and identify the origins of
route hijacking evolutions.

A. Data Sources

Evolutionary pattern analysis primarily focuses on Routing
Message Update data to examine the temporal variations of
networks. BGP-lens [82] incorporates Clothesline Detection
and Prolonged Spike Detection to identify frequent anomalous
updates in BGP routing and detect sustained burst events,

enabling the detection of routing abnormal behaviors at multi-
ple temporal scales. BGPATH [41] facilitates a comprehen-
sive investigation into the dynamic variations occurring in
interdomain routing. This is achieved through an analysis of
the routing status associated with specific prefixes and the
establishment of correlations with global Internet activities.

In addition, several research concentrate on dynamic net-
work to analyze the temporal progression of Routing Table
Topology data. As shown in Fig.5(a), IDSRadar [91] integrates
IDS alerts and statistical information into its visual design
for security alerting and real-time monitoring of large-scale
network surveillance data. Network administrators can obtain
an overview of the network security status from external
histograms and radial graphs. In the event of identifying
potential risks, users have the ability to retrospectively analyze
specific risk types and detailed information by examining the
interested time period.

Routing Event Log data also serves as an important means
of presenting pattern evolution. Firewalls, as crucial network
boundaries, have the capability to observe the evolution of in-
coming and outgoing messages [64], with relevant anomalous
events being implicitly captured in the automatically recorded
firewall logs. TVi [95] employs principal component analysis
as a transformative method, while data entropy analysis serves
as the foundation for the visualized data accessible to end
users. This approach enables users to focus on relevant data
pertinent to specific analysis objectives, such as anomaly
detection, rather than scanning through extensive log files. As
shown in Fig.5(d), HOCG [92] extracts event sequence data
from network anomalies and introduces a faceted visualiza-
tion of the High-Order Correlation Graph, which models the
discovery of correlations among high-order anomalies.

Routing Spatial Mapping data could assist in locating and
uncovering the propagation of routing in the actual physical
space in network discovery. As shown in Fig5(f), Topographic
map [90] utilizes a topographic map metaphor to depict the
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hierarchical structure and routing paths of ISP, effectively
illustrating the evolution of network relationships and the
propagation of IP prefixes through the Internet.

B. Visualization Techniques

In the context of studying the evolution patterns of dynamic
networks, several works have proposed novel visualization
representations. Beck et al. [96] introduces Rapid Serial Visual
Presentation (RSVP) into dynamic graph visual analytics,
combining it with Parallel Edge Splatting [97] and incorporat-
ing temporal information. This approach enables the visual-
ization of the temporal evolution of network structures within
a single view. TimeArcs [98] utilizes force-directed layout to
automatically generate a timeline that represents the dynamic
relationships between entities in a network. RCAnalyzer [87]
employ a triangular matrix representation of dynamic network
snapshots to detect rare patterns in dynamic networks. The
timeline view and matrix view provide visualizations that
showcase the fundamental information and evolution of the
network. As shown in Fig. 5(e), PERCIVAL framework [93]
is designed to identify vulnerabilities, predict attack paths and
evolution, provide critical situational awareness, and assess the
evolution of risks in network systems using attack graphs. It
assists operators in evaluating potential mitigation measures.

For time-series and log analysis optimization, Sequence
Synopsis [99] is a technique that utilizes information theory-
based minimum description length (MDL) to construct coarse-
grained overviews of event sequence data. It also extracts
sequential patterns and clusters event sequences to facilitate
pattern matching across multiple levels of detail, enabling
interactive data exploration. In the context of dynamic network
analysis, Hadlak et al. [100] proposed an integrated approach
combining computation, visualization, and interaction to un-
cover temporal patterns and facilitate exploration of both
global-level and local-level problems. Their approach focuses
on identifying sporadic changes in link quality, allowing for
capturing variations in both network structure and temporal
dynamics. Within the realm of spatio-temporal network at-
tack data analysis, NetTimeView [101] seamlessly integrates
network traffic and temporal information into a unified view.
By employing multi-layered visualization techniques, it effec-
tively processes extensive datasets, providing invaluable assis-
tance to system administrators and network security analysts
in conducting network forensic analysis. Bigfoot [39] employs
filtering, organization, and analysis of BGP updates, along
with map visualization, to assess various behaviors within
BGP update streams. It incorporates a geographic polygon
representation method to visualize IP network prefix an-
nouncements, enabling effective identification of route update
behaviors in large-scale datasets.

C. Key Findings

In large-scale and complex network environments, network
security analysts often tend to prioritize gaining an initial grasp
of macro-level situational awareness. Subsequently, they delve
into a more detailed analysis, comprehensively examining AS
business relationships, network evolution patterns, regional
routing load capacities, and other related aspects. Experts

TABLE VII
THE PRIMARY ANALYSIS PERSPECTIVES OF NETWORK DISCOVERY AND
THE ASSOCIATED DATA SOURCES, VISUALIZATIONS AND TOOLS.

Data & Tools

Analysis Data Sources  |Visualization Techniques Typical Works
perspectives
Network adial rei -tilfi
Relationshi AS relationship data, Rddlél remg(;‘lvd tlliord tree, Contextual Navigation [4],
P |Route hijacking origins cographic polygon Bigfoot [39]
Analysis representation
Route Behavior BGP update data, Radial view cluster graph, TimeArcs [98],

Analysis Traceroute data Timeline view, Matrix view RCAnalyzer [87]

High-Order correlation
graph, Topographic map
metaphor

Multi-granularity
Event Correlation

Routing topology data,
Routing event Log data

BGP-lens [82], BGPATH [41],
IDSRadar [91], HOCG [92]

consider visual analysis tools highly effective and practical for
studying route propagation and path exploration. For instance,
tools like Radian [63] support the analysis of available data
from traceroutes, contributing to better insights. Additionally,
users believe that summarization and interactivity are essential
when analyzing a larger volume of cases. They express a desire
for enhanced interactivity in comparing network topology
elements.

As shown in Table. VII, the challenges associated with
network discovery involve addressing large-scale BGP data,
identifying and analyzing dynamic changes in network topol-
ogy and behavior, implementing efficient monitoring and
anomaly detection mechanisms, as well as offering intuitive
and interactive visualization tools. The integration of interac-
tive visualization and analytical methods in visual analytics
techniques provides a profound understanding of the BGP
network’s structure, performance, and dynamics. Technologies
such as Clothesline Detection, Prolonged Spike Detection, and
AS Core Graph enable the detection and analysis of anomalous
routing behaviors and AS connectivity changes. Subsequent
research should explore the impact of external factors such as
security threats and network attacks on BGP pattern evolution
and develop robust mechanisms for detecting and mitigating
these threats. Integrating machine learning and artificial intelli-
gence techniques can enhance the automated analysis of BGP
pattern evolution and provide proactive measures to enhance
the stability and security of BGP networks.

IX. DI1SCUSSION AND OPEN CHALLENGES

Despite summarizing key findings in the previous sections,
we further present comprehensive insights derived from the
synthesis of the inter-domain security visualization survey.
Specifically, we examine the current state-of-the-art in visual-
ization practices concerning BGP security and identify poten-
tial avenues for future research. The analysis of inter-domain
routing network encompassing tasks including monitoring,
detecting, verifying and discovery, extensively employs au-
tomated analytical methods. The scalability of both automatic
analysis methods and visualizations emerges as another critical
issue. While conducting detailed traffic analysis on large traffic
links is computationally infeasible, many data visualization
methods struggle with visualizing large data volumes. Given
that the network’s health is largely dependent on the ability to
analyze its behavior, addressing both scalability challenges is
imperative. The widespread adoption of IPv6, combined with
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the increasing number of internet users and devices, introduces
significant challenges. Firstly, there is the daunting task of pro-
cessing and deriving insights from the rapidly growing volume
of data. Secondly, the complexity of discerning genuine cyber
threats from a multitude of alerts is escalating. Integrating vi-
sual analysis techniques with domain expertise and automated
results, administrators could greatly enhance the understanding
of complex network systems. This empowers them to make
informed decisions and undertake necessary adjustments and
optimizations to ensure the network’s reliability, stability, and
security.

However, daily occurrence of security threats necessitates
enhancing security mechanisms and expanding interactive
visual analytics techniques. Visualizing BGP security involves
handling substantial data and complex network topologies,
requiring technical proficiency and algorithmic expertise. Lim-
ited individuals engaged in interdisciplinary research led to a
scarcity of new developments in this domain.

Furthermore, the frequent and voluminous updates of BGP
data present substantial challenges to the performance and
efficiency of visualization tools. To address these issues,
solutions such as the integration of blockchain technology
and distributed storage systems are proposed for real-time
data stream processing. Additionally, employing compression
techniques and data summarization algorithms can signifi-
cantly reduce storage requirements and expedite data access.
Efficient algorithm and model design is crucial for BGP data,
especially when utilizing visual analytics techniques, anomaly
detection algorithms, and machine learning methods. These
techniques are essential for identifying routing anomalies such
as hijacking, leakage, and route flapping, enabling timely
detection and response to security threats.

X. CONCLUSION

The Border Gateway Protocol is indeed the primary inter-
domain routing protocol used in the infrastructure of the
Internet. Due to the inherent vulnerabilities in the design of
BGP, attackers can easily exploit the routing system through
prefix hijacking techniques to engage in malicious activi-
ties. Researchers and engineers are collectively devoted to
enhancing the security of BGP through the advancement of
deployments such as RPKI and BGPSec. Our survey estab-
lishes an analytical framework that spans from monitoring
to response, from analysis to optimization, and from local to
global perspectives. We further present the taxonomy related
to inter-domain routing security visualization by systematically
categorizing target users, security threats task scenarios, data
sources, and visualization techniques.

Our study contributes to elucidating and examining secu-
rity aspects in inter-domain routing through the utilization
of visual analytics methodologies. At the end of each task
scenario, we summarize with a series of pertinent key findings.
Furthermore, we discuss current practices and future research
opportunities in the field of IDRS visualization, based on
our analysis of the gathered studies. The inter-domain routing
security continues to be an enduring subject of close exami-
nation, owing to its paramount role in preserving the security
and robustness of the global routing ecosystem.
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